
National Child Protection 
Task Force

2020 International 
Virtual Conference 

Schedule

June 22 – 26, 2020

Central Time Zone (UTC – 5) 1



Welcome to the 2020 NCPTF Conference!

2

Welcome to the now-virtual NCPTF Conference. We thank you for joining us virtually this year as
we strive to deliver a valuable experience and practical knowledge, despite the global travel
restrictions.

The NCPTF was founded on the realization that working separately will only take us so far; we
need the combined power of all our skills and expertise – both public and private sector – to truly
break barriers. It’s time to set aside ego and jurisdiction and come together to attack the problem
of child trafficking and exploitation.

The sessions this week will focus on developing foundational skills and concepts in:

• OSINT

• Image Analysis

• Cryptocurrency

• Criminal Mindset

• Social engineering

• Dark web investigations

• Pen Registers and real-time location data

• Prosecution

• And more!

Days 1 & 2 – The first two days focus on building a foundation of OSINT skills that includes dark
web and working with images.

Day 3 - This is where you get to put to work what you have learned and identify areas for more
practice . Teams of up to 4 from all over the world will go head to head in this world class OSINT
CTF event. A little friendly competition for bragging rights is encouraged! In parallel with the CTF
are additional talks and an in-depth Dark Web Investigations training.

Day 4 – These sessions will work on location-based data in investigations and learn about how
criminals operate and the psychological aspect of online pornography.

Day 5 – These sessions will include cryptocurrency, insights from case work, and a summary from
Metcalf and Branzetti on developing the flow and how all the pieces fit together.

We look forward to seeing you soon!

-Kevin Metcalf, Co-Founder, NCPTF
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Conference Sponsors

The NCPTF was able to make this conference free to law
enforcement thanks to the support of Broadcom, Zoom,
SpyCloud, and SS8.
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Conference Sponsors

Broadcom Inc. is a global technology leader that designs, develops and supplies a
broad range of semiconductor and infrastructure software solutions. Broadcom’s
category-leading product portfolio serves critical markets including data center,
networking, software, broadband, wireless, storage and industrial. Our solutions
include data center networking and storage, enterprise and mainframe software
focused on automation, monitoring and security, smartphone components,
telecoms and factory automation.

www.broadcom.com

http://www.broadcom.com
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Zoom helps businesses and organizations bring their teams together in a
frictionless environment to get more done. Our easy, reliable cloud platform for
video, voice, content sharing, and chat runs across mobile devices, desktops,
telephones, and room systems. Zoom is publicly traded on Nasdaq (ZM) and
headquartered in San Jose, California.

https://zoom.us

https://zoom.us
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Investigators are increasingly recognizing the benefits of OSINT data to aid their
investigations. Less understood is a particular segment of OSINT: breach data,
which is private data that is made publicly available by the bad actors who
perpetrate data breaches. While the breach itself is illegal, using leaked breach
data is not. In fact, it is proving to be extremely useful in speeding up law
enforcement investigations that result in criminal and civil charges.

SpyCloud enables investigators to piece together decades-worth of criminals’
digital breadcrumbs to reveal the identities of specific adversaries using their
OSINT breach data exposure. Simply put, by giving investigators access to over
100B breach assets, SpyCloud Investigations makes it faster and more efficient to
take down malicious actors. Since SpyCloud Breach Data is OSINT data, breach
data is proven to be admissible in court proceedings. SpyCloud is also proud to
partner with law enforcement to bring criminals to justice.

To learn more about SpyCloud OSINT Breach Data and Investigations, please visit
us at

https://spycloud.com/solutions/osint-breach-data-law-enforcement-criminal-
investigations/ or contact us at LE@SpyCloud.com.

https://spycloud.com/solutions/osint-breach-data-law-enforcement-criminal-investigations/
mailto:LE@SpyCloud.com
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FOUNDED IN 1999, SS8 HAS EVOLVED INTO A GLOBAL EXPERT FOR
COMMUNICATION NETWORKS AND IS NOW THE TRUSTED LAWFUL INTELLIGENCE
SOLUTION TO THE LARGEST GLOBAL COMMUNICATIONS PROVIDERS.

Constantly improving, our fully virtualized Intellego XT and Xcipio portfolios have
been tested and proven in 5G communication networks. Incorporating location,
high speed metadata extraction and big data analysis, our leading platforms
provide critical and evidentiary information to intelligence agencies around the
world.

These capabilities have become the technology foundation for the world’s largest
law enforcement and intelligence agencies in the world, assuring they can
identify, track and apprehend suspects-of-interests (SOI) in today’s complex
communication environment.
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*Session will be recorded.
**Session can be made available at a second time during the week, by request.

Details on sessions and speakers are provided in the following pages.
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(all times in CDT / UTC-5)

8:30 – 9:00 a.m.

Matthew Durrett

Kevin Branzetti

Kevin Metcalf

Opening Message

9:00 – 9:30 a.m.
Terrie Clark and Mitch Mann
Seventeen-year-old Julia Mann has been missing since February 21, 2020. Her parents, Terrie and
Mitch, have experienced a roller coaster of emotional experiences ever since. They will summarize
their experiences, from good to bad, with law enforcement, trolls, and scammers.

9:45 – 11:45 a.m.
Joe Gray (www.theosintion.com)
Missing Person OSINT Methodology – Part 1
This course is designed to hone specifically in on the processes and tools used to perform "People
OSINT" in situations where investigators are seeking to find missing people, some of which do not
want to be found. This focuses on validating the information discovered and using it to pivot to
valuable information for law enforcement investigations.

In this 4-hour class, you will learn:
• The fundamental basics of OSINT
• The basics of People OSINT
• Information relative to the "OSINT Heartbeat" in terms of expanding, collecting, synthesizing, and

contracting based on intelligence:
• Friends

• Employers
• Family
• Home Life

• Basic and Advanced information about the subject
• Information about the day last seen and circumstances
• Current location of the subject
• People OSINT tools and resources
• Social Media
• EXIF and reverse image search tools

For more information, see https://www.theosintion.com/courses/introduction-to-people-osint-
missing-people-osint/

http://www.theosintion.com/
https://www.theosintion.com/courses/introduction-to-people-osint-missing-people-osint/
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12:00 – 1:00 p.m.
Jay Donaldson and JD Parker (Louisiana State Police)
Jay and JD will provide a recap of an actual event where NCPTF assets were used in the field to
facilitate the rapid recovery of two toddlers that had been missing for two weeks. Providing OSINT
gained from NCPTF members to “boots on the ground”, the children were recovered in another state
within 4 hours of activating NCPTF assets. This presentation will explain tactics used and lessons
learned. It will also provide an overview of a virtual command post that is being developed for the
NCPTF.

1:15 – 3:15 p.m.
Joe Gray (www.theosintion.com)
Missing Person OSINT Exercises – Part 2
This course is designed to hone specifically in on the processes and tools used to perform "People

OSINT" in situations where investigators are seeking to find missing people, some of which do not
want to be found. This focuses on validating the information discovered and using it to pivot to
valuable information for law enforcement investigations.

3:30 – 4:30 p.m.
Chris Kirsch (www.veracode.com)
Forgot Password: Using Logins and Password Reset Functionality for OSINT
Open Source Intelligence (OSINT) is very helpful in finding missing persons. Login and password reset
functions leak a lot of information but they have been underutilized in this field. Examples come
from major sites including social media, financial services, eCommerce, telecommunications and
technology providers, leaking masked emails and phone numbers, usernames, names and
employers, all of which can be findings or pivot points. Even knowing what site a person participates
in can yield great insights because it can provide a new lead and opens the door for getting
information via legal process. Attendees will get access to a freshly compiled collection of over 300
sites that leak useful information for online investigators, social engineers and penetration testers.
Defenders will walk away with helpful tips on how to design secure login, password reset, and signup
functionality.

4:30 – 5:00 p.m.
Chris Kirsch (www.veracode.com)

Case Studies: Missing People OSINT Investigations
OSINT techniques can be very helpful when trying to locate missing people. This session will use case
studies from Trace Labs missing people investigations to show how you can dig into social media
profiles, using password reset options to get to email addresses and phone numbers and using
breach data to find passwords. It will give guidance on how to investigate circles of friends and how
this can be simplified using web scraping techniques. The session will conclude with a website
investigation with the goal of identifying the owner.

http://www.theosintion.com/
http://www.veracode.com/
http://www.veracode.com/
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8:30 – 9:45 a.m.
Carlos Gonzales (www.bellingcat.com/author/carlosgonzales/)
Geolocation and OSINT
Carlos is a contributor for Bellingcat and will share his geolocation and OSINT experience,
techniques, and methods he has used to support Europol’s StopChildAbuse Campaign. This
presentation will include a summary of some of the cases and their impact on the campaign.

10:00 – 11:45 a.m.
Amanda Towler (www.hyperiongray.com) and Laith Alkhouri (CTI-ME)
Dark Web Navigation
This session will provide a hands-on introduction to the dark web and the challenges and
opportunities it presents to investigators. The goal of this session is to demystify the dark web,
demonstrate how to use it in an investigative capacity, and provide tips on how to keep track of your

targets in an ever-changing environment. This session is also a primer to more in-depth dark web
courses and trainings.

12:00 – 1:00 p.m.
Chris Hadnagy (www.innocentlivesfoundation.org)
ILF Overview and OSINT Practical Demonstration
There is always an alternative to giving up on identifying a predator. Send difficult cases to ILF instead
of closing them out. What is the ILF? Chris will explain who the ILF is, how they use Social
Engineering (SE) to target predators, how they vet volunteers, and what makes the ILF unique from
other "predator hunting" organizations. Chris will also demonstrate some useful OSINT techniques
and methodology.

1:15 – 2:15 p.m.
Jason Lancaster (www.spycloud.com)
Finding Connections and Following the Trail
In an increasingly connected world everyone leaves a growing amount of digital breadcrumbs. Even
cyber criminals and state actors, despite their best efforts, leave a trail of digital evidence as they
plan attacks and monetize the spoils of illicit activities. In this session, we’ll use real (closed) cases to
show how law enforcement agencies follow digital breadcrumbs to track down suspects. We’ll show
you how to use link analysis to trace aliases back to real-world identities, providing a wealth of

information on targets that can be leveraged to expand the understanding of victims and identify
suspects.

http://www.bellingcat.com/author/carlosgonzales/
http://www.hyperiongray.com/
http://www.innocentlivesfoundation.org
http://www.spycloud.com


Day 2 – June 23, 2020

12

2:30 – 3:30 p.m.
Justin Seitz (www.Hunch.ly)
Using Hunchly to Document an Investigation
Justin will talk about the use of Hunchly in criminal investigations. Justin Seitz is the co-founder of
Dark River Systems Inc., a Canadian security and intelligence company. Justin is a renowned and
respected cybersecurity and open source intelligence practitioner whose work has been featured in
Motherboard, Forbes, and has appeared in numerous other media and podcasts. Justin has authored
two books on developing hacking tools, is the creator of the AutomatingOSINT.com training platform,
and the creator of Hunchly, an open source intelligence collection tool for investigators. Justin is also
a contributor to the citizen journalism site Bellingcat, a member of the International Criminal Court’s
Technical Advisory Board, and a Fellow at the Center for Advanced Defense Studies in Washington,
DC.

3:45 – 5:00 p.m.
John Penn (www.adobe.com)
Digital media is playing an increasingly important role in law enforcement. This talk will look at how
tools and techniques have been developed to help solve cases using clues found in digital media files
including photos, video and audio. Adobe computer scientist John Penn II will walk through the
transition from Photoshop engineering to working with law enforcement. Practical techniques and
cases will be covered – including victim identification in crimes against children cases, digital media
collection issues in mass events, digital media authenticity issues and future technologies.

http://www.Hunch.ly
http://www.adobe.com/
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Trace Labs (www.tracelabs.org)

Crowdsourced Investigation Workshop - Trace Labs OSINT Search Party CTF

8:30 – 9:30 a.m. Briefing, Team Formation, and Preparation

9:30 – 4:00 p.m. CTF

2:30 – 3:00 p.m. OSINT Expert Panel Q&A

4:00 – 4:30 p.m. - Virtual Outbriefs

This CTF is a unique opportunity to test out OSINT skills learned in Day 1 & 2 trainings from the
conference with real live cases! In this workshop, NCPTF conference attendees will have the
opportunity to collaboratively investigate missing and exploited children's cases provided by Law
Enforcement partners using the Trace Labs OSINT Search Party Platform to submit leads. All leads
submitted will be vetted by Volunteer Judges in real time. Each lead submitted is scored points
according to the category submitted against. The team with the most points at the end of the CTF is
declared the winner.

At the end of this CTF, participants will be given the opportunity to present key takeaways and
successes from their investigations to the larger conference group.

Prizes for the first placed team include free entry to the next Trace Labs Global OSINT Search Party
CTF and $25 promo codes for the Trace Labs Swag Shop.

The OSINT expert panel will answer questions submitted by CTF participants.

10:45 – 11:45 p.m.

Andrew Lewman
Darknet Data Collection and Preservation
Andrew walks you through darknets, investigating a CSAM site, and then how to collect and preserve
data for investigations.

12:00 – 1:00 p.m.

Markus Mobius (Microsoft)

Fake News and False Information
“Fake news,” broadly defined as deliberately false or misleading information masquerading as
legitimate news, is frequently asserted to be pervasive on the web, and on social media in particular,
with serious consequences for public opinion, political polarization, and ultimately democracy. Using
a unique multimode data set that comprises a nationally representative sample of mobile, desktop,
and television consumption across all categories of media content, Mobius will discuss his findings.

1:15 – 2:15 p.m.

Jake Creps and Mike Pekala

OSINT with Skopenow

Mike Pekala and Jake Creps from Skopenow will detail tricks and tips for 2020 OSINT techniques. We
will explore new platforms like Telegram and a handful of other difficult to capture data points.

http://www.tracelabs.org/
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Limited Seating Dark Web Investigations Event

12:00 – 5:00 p.m.

Amanda Towler (Hyperion Gray)

Optional - Dark Web Investigations – Hands-On

**NOTE: CLASS IS LIMITED TO 20 PARTICIPANTS**

Email amanda@ncptf.org to reserve your seat by Tuesday, June 23

With the rise of the dark web as a CSE investigative priority, there are many primer courses that
explain "what is the dark web" at a high level. In this course, we assume attendees already know
what the dark web is and we dive straight into a review of the offender communities, how they
operate, where to find them, their published and unpublished TTPs and OpSec strategies, and where
these present challenges as well as opportunities. We will demonstrate how some basic home-
brewed data science and offensive security techniques can be game changers in the investigator's
arsenal. While we will briefly discuss OSINT, this is not an OSINT lab (there are many great ones this
week). We'll get hands-on with data science libraries and offsec tools and show attendees how we
approach the challenges of dark web investigations through the lens of computer science.

mailto:amanda@ncptf.org
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8:30 – 9:45 a.m.
Cody Mitchell (Texas Rangers)
The presentation talks about streaming online pornography and the psychological and physical
effects it has on society. It talks about how through un-regulated exposure, exploration, and
overstimulation individuals are discovering material that is influencing their sexual preference,
fantasy, and motivations. The lecture talks about the physical and psychological problems that result
from this and the dangerous ways the individual deals with their addiction and newfound
preferences. The goal of the presentation is to help identify high-risk situations and to step in before
the crime occurs, to build better cases, and to discover unknown crimes independent of what is
currently being investigated.

10:00 – 11:45 a.m.
Sy Ray (www.ZetX.com)

Pen Registers and Real-Time Data Location in Missing Persons Cases - Part 1
This presentation will be an overview of real-time location information that can be used in missing
person cases. Given some new technologies in 4G, WIFI calling, and soon to be 5G networks,
investigators have new and extremely accurate ways of locating mobile devices. This course will
provide a basic overview of this along with practical examples of actual cases.

12:00 – 1:00 p.m.
Brett Johnson (www.anglerphish.com)
Former US Most Wanted Cybercriminal and "Original Internet Godfather" Brett Johnson discusses
the dynamics of modern successful cybercrime and its development from its inception
with Shadowcrew through today. Brett Details his history of cybercrime, breaks down why it
succeeds, discusses the most common techniques criminals are now using, and gives pointers on
how to identify and stop criminal activity.

1:15 – 2:30 p.m.
Sy Ray (www.ZetX.com)
Pen Registers and Real-Time Data Location in Missing Persons Cases - Part 2

2:45 – 3:45 p.m.
Chris Kirsch (www.veracode.com)

Social engineers understand how people click and use it to make them do things and reveal
information against their best interest. Examples of social engineers include con artists,
interrogators, and spies. After reviewing a case study of a successful social engineering phone call,
we'll go into how to build your pretext and earn the trust of your target. We'll close with technical
tips to do phishing without exploitation, which means they can likely be carried out without a
warrant or court order and are relatively easy to do without pulling in highly skilled specialists.

4:00 – 5:00 p.m.
Robert Liskouski and Mark Massop
Innovative big data applications for analytics for commercial and government clients. Quickly identify
threats and reduce the time and resources required to investigate them.

http://www.zetx.com/
http://www.anglerphish.com/
http://www.zetx.com/
http://www.veracode.com
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8:30 – 9:30 a.m.

Larry Cameron

Detection, Tracing and Investigation of Cryptocurrency

The presentation will provide a basic overview of cryptocurrency and what to look for when
executing a search warrant, investigating or performing forensics. It will also cover steps in order to
trace the funds, attribution and best practices.

9:45 – 10:45 a.m.

Michael Pullum and Christopher Whalen

US Customs and Border Protection

Michael and Christopher will provide an overview of CBP and the National Targeting Center as well as
its mission to identify previously unknown actors and leverage current data to identify emerging
threats.

11:00 a.m. – 12:00 p.m.

Kevin McTiernan

5G will enable many new and improved technologies—autonomous vehicles, augmented/virtual
reality, telemedicine and ones yet to be envisioned. But what does 5G mean for law enforcement
analysts, who are extracting intelligence from all those devices or for the telecom operators, who are
required to deliver the intelligence data. This session will provide insights as to how high bandwidth,
low latency and device volume will impact Lawful Intelligence gathering. It will explore how 5G will
change the nature of crimes and require the development of new investigative techniques.
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12:15– 1:30 p.m.

Industry Panel

Matt Lotspeich (WalMart)

Matt will talk about Walmart’s relationship with law enforcement, the structure of WalMart Global
Investigations, and how they assist law enforcement daily.

Adam Drucker (PayPal)

Adam will provide a brief overview of PayPal, the data they hold, and how to request information. He
will also present a Case Study on the Philippines CSAM Network.

Jennifer Clark (Western Union)

The Financial Intelligence Unit partners with law enforcement in identifying risk involving both
consumers and agents. This presentation will provide an overview of the FIU’s analytical programs
and law enforcement support capabilities.

1:45 – 2:15 p.m.

Kevin Branzetti

Intelligence Collection for LE – Thinking Differently

• Proactive investigations for CSAM to sex trafficking to opioids; a quick how to from technical to old
school police work.

• Left of Boom – looking at crimes from the prospective of the criminal.

• Tech tips – IP natting, encryption and finding the unfindable.

2:15 – 2:45 p.m.

Kevin Metcalf

Tips, Techniques, and Tools for Finding a Missing Child

Building skills in the separate elements of investigations like legal process and OSINT are vital but the
real power comes from the flow of connecting it all. How do you find a place to start an
investigation? What are some connections that have worked? This will be a fast-paced talk about
finding a flow and keeping the investigation moving forward.

2:45 – 3:00 p.m.

Closing Remarks
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Prosecutor's Track

8:30 – 10:30 a.m.

Overseeing Digital Investigations – Social Media Investigations, Electronic Device Seizure, and
Search Warrants

Kyle Naish/Teresa Jauregui

• Introduction of Basic Terms (Teresa Jauregui)

• Discussion of information available online/electronic devices

• Social Media Investigations (Teresa Jauregui/Kyle Naish)

• Social Media Law Enforcement Guides

• Connecting with ISPs and Law Enforcement Portals

• Seizure of Electronic Devices (Kyle Naish)

• How to properly advise law enforcement in seizure/storage of devices

• Search Warrants (Teresa Jauregui)

• Is one necessary? Consent scenarios

• Physical device vs. device contents vs. third party provider content

• Particularity in search warrants

• Importance of describing terminology

• Importance of training and experience

10:45 – 11:15 a.m.

Pretrial Motions & Discovery – Considerations for Digital Evidence

Mike Fegely/Dylan Weisenfels/Teresa Jauregui

• What is defense counsel entitled to? (Teresa Jauregui)

• Discussion of benefits/detriments of various forms of electronic discovery (e.g., copy of
the HD, access to device at police department, Cellebrite report)

• Pretrial motions (Mike Fegely/Dylan Weisenfels)

• Introduction of demonstrative evidence

• Daubert/Frye hearings

11:30 – 12:30 p.m.

Lunch



Day 5 – June 26, 2020

19

Prosecutor's Track

12:30 – 1:45 p.m.

Introduction of Digital Evidence at Trial – Authentication and Hearsay - Teresa Jauregui

• Authentication

• Differentiating authentication of author/location/accuracy

• Sample colloquies for introducing text/chat messages, digital images, social media
accounts, etc.

• Hearsay

2:15 – 3:30 p.m.

Sample Expert Colloquies/Cross-Examination - Mike Fegely/Dylan Weisenfels

• When do you need an expert vs. when a “lay” officer will do

• Cell Phone Data

• Cell Tower Data

3:45 – 5:00 p.m.

Current Issues – Panel Question & Answer

• Justin Fitzsimmons, Associate Vice President, National White Collar Crime Center

• Abigail Abraham, Attorney, High Tech Crime Training Services – SEARCH & National Consortium for
Justice and Statistics

• Howard Wise, Senior Deputy District Attorney, Ventura County District Attorneys’ Office, Ventura,
California

• Vishal Jangla, Deputy District Attorney, San Mateo County District Attorney’s Office, Redwood City,
California

Register here: Prosecutor's Track Registration

https://zoom.us/meeting/register/tJYpceqhqD4tE90Aplowumcc600xP_uGsEhN
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Kevin Metcalf –President and Co-Founder NCPTF

Kevin Metcalf is a former federal agent turned prosecutor and founder of the National Child
Protection Task Force, which brings together recognized experts in fields such as strategic legal
applications, OSINT, cellular mapping and analysis, dark web investigations, and cryptocurrency to aid
law enforcement agencies everywhere. Kevin has assisted with the recovery of numerous missing
and exploited children and the identification and apprehension of sexual predators in multiple states.
His law enforcement experience ranges from local to federal over more than 20 years and his interest

in the criminal use of mobile devices led him to undergo training provided by the National Computer
Forensics Institute, the National White Collar Crime Center, and the FBI CAST (Cellular Analysis
Survey Team) among others. He developed a system for working with cellphone-related data in
criminal cases that developed into a mobile device foundational course that focuses on the
integration of legally derived information with open source information (OSINT) and has also
published a series of instructional books currently available on Amazon.

Kevin Branzetti –Vice President and Co-Founder NCPTF

Kevin Branzetti is the Deputy Chief of Intelligence at the Manhattan District Attorney’s Office
assigned to oversee terrorism and cyber-crime related investigations. He retired from the NYPD in
2015 after 22 years of service and has been involved with criminal, financial and terrorism
investigations, cyber intelligence, human intelligence, source development, and intelligence
collection, analysis and dissemination. During the last 12 years of his career at the NYPD, he worked
in the Intelligence Bureau supervising terrorism investigations and counterterrorism programs. The
final six years in Intel he was the commanding officer of the Cyber Intelligence Unit. During this time
he created the Cyber Intelligence Unit’s terrorist targeting program, developed and implemented
rules and guidelines for cyber investigations and cyber undercover officers to ensure legal
compliance and efficient use of Unit resources, briefed law enforcement agencies from around the
world on cyber investigation techniques, briefed private sector entities on foreign terrorist
organizations’ (FTOs) use of the internet, created a training course on using the web to investigate a
target of investigation, and was the NYPD Liaison to social media corporations.
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Abigail Abraham

Abigail Abraham is an attorney in the High Tech Crime Training Services of SEARCH, The National
Consortium for Justice and Statistics, and an instructor at the National Computer Forensic Institute in
Hoover, AL. Until 2016 she was an assistant general counsel in the Public Safety and Criminal
Investigations Division within AOL’s Legal Department. She oversaw criminal investigations that
affected AOL; managed the criminal and civil compliance including national security and exigencies;
was law enforcement liaison; and handled other matters, including policy, legislation, product

development and acquisitions as they pertained to criminal law and the Electronic Communications
Privacy Act, that affected AOL and its subsidiaries and properties. She came to AOL from her position
as an assistant attorney general in the High Tech Crimes Bureau of the Illinois Attorney General’s
Office, where she was responsible for prosecuting computer and technology-related crimes,
designing and offering training, and working on legislation. Prior to her position as an AAG, she was
an assistant state’s attorney in Cook County for over 8 years where, in her last position, she was in
Special Prosecutions working on high tech crimes.

Ms. Abraham was awarded her J.D. in 1992 from The University of Chicago Law School, where she
was also an editor for the law review. She clerked for one year on the U.S. Court of Appeals for the
Sixth Circuit before she joined the State’s Attorney’s Office. Ms. Abraham has taught computer crime
legal issues nationwide for both the public and private sectors and was an adjunct professor of law at
the University of Chicago Law School for ten years, teaching Criminal Justice and Cyberlaw. In
addition to speaking at numerous conferences and designing courses she has provided instruction
under the aegis of SEARCH, NW3C (National White Collar Crime Center), FLETC (Federal Law
Enforcement Training Center), CDAA (California District Attorney's Office), NCFI (National Computer
Forensic Institute) and the annual Massachusetts Attorney General's Cybercrime Conference, to
name but a few. She wrote “Cyber Forensics and the Legal System” in Cyber Forensics: A Field
Manual for Collecting, Examining, and Preserving Evidence of Computer Crimes, Albert J. Marcella, Jr.
and Robert S. Greenfield (eds.) (2002), and was a designer of a cybercrime training package available
on CD (Prosecuting Cases That Involve Computers). She collaborated on Digital Evidence in the
Courtroom (US Department of Justice 2007); Tools and Techniques in the Investigation of Digital
Evidence (US Department of Justice 2006); and Electronic Crime Scene Investigation, A Guide for First
Responders (US Department of Justice 2001).

Ms. Abraham has also enjoyed a career in law enforcement. She was a trooper for the Illinois State
Police, until she was promoted to detective. In 1986, she started and later ran, the Computer Crime

Unit. While there, she drafted portions of the Illinois Computer Fraud and Abuse Act. She was one
of the curriculum designers of a computer crime class taught at the Federal Law Enforcement
Training Center. From late 1998 to early 2000 she took a leave of absence from prosecuting with the
Cook County State's Attorney's Office to re-activate the Computer Crime Unit for the Illinois State
Police (ISP), serving as bureau chief of the ISP Computer Crimes Investigations Bureau. Her
responsibilities included providing assistance with investigative, forensic and prosecutorial issues
throughout the state, and administering an Internet Crimes Against Children grant from the Office of
Juvenile Justice and Delinquency Prevention.
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Adam Drucker

Adam Drucker is the Director of Global Law Enforcement Outreach and Response within PayPal’s
Global Investigations. In this role, he has global oversight for subpoena compliance and law
enforcement support, the creation and management of initiatives countering major threats, and
external engagement strategies. He started with PayPal in March of 2018 after retiring from the FBI
where he led teams involved in Counterterrorism efforts and Financial Crimes.

Adam entered on duty with the FBI in 1995. He was first assigned to the New York Field Office where
he investigated Complex Financial Crimes violations. He was the case agent on two major
undercover operations targeting mortgage fraud and credit card fraud. After the terrorist attacks on
September 11, 2001, he was assigned as one of the case agents for the ensuing investigation. As
such, he was responsible for tracing the sources and uses of the funds used in the attacks which led
to the successful identification and capture of several Al-Qa’ida operatives and facilitators. His work

on that case was referenced throughout the 9/11 Commission report. In 2003, he was selected for
the position of Supervisory Special Agent for the newly created Terrorist Financing Operations
Section (TFOS) within the Counterterrorism Division at FBI Headquarters. In this role, he led a team
dedicated to the investigation and disruption of financing activities of Sunni extremist groups. In
2004, he was selected to be detailed to the CIA Counterterrorism Center (CTC) where he was
involved in a compartmented project targeting Al-Qa’ida. In 2005, he was selected for the position
of Unit Chief in CTC’s Usama Bin Laden Department, later renamed the Global Jihad Department
(GJD). From 2006 through 2009, he was the Deputy Chief of CTC/GJD where he created a joint FBI-
CIA targeting team focused on disrupting the external operations of Al-Qa’ida and other Sunni
extremist groups. In 2009, he was awarded the CIA George H.W. Bush Award for Excellence in
Counterterrorism. In 2009, he was selected to head the FBI’s Baltimore Field Office Joint Terrorism
Task Force. In 2015, he returned to FBI Headquarters, Counterterrorism Division, when he was
selected to be the Deputy Chief of TFOS. Adam retired from the FBI in February of 2018 after 23
years of service.

Prior to joining the FBI, Adam was an investigator with the U.S. Department of Labor in New
York. Adam graduated from Rensselaer Polytechnic Institute (RPI) in 1989 with a Bachelor’s degree
in Management and earned an MBA in Finance in 1991, also from RPI.
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Adrian Korn

Adrian Korn has specialized in Cyber Threat Intelligence and OSINT while working for organizations in
the financial services and technology space. Adrian has previously delivered talks at DEFCON’s Recon
Village, Hackfest Quebec, Penn State University, and has been a guest speaker on the OSINT Curious
Podcast.

Leveraging his background in the intelligence field, Adrian serves as the Director of OSINT Operations
& Strategic Initiatives at Trace Labs, a Not-For-Profit that crowdsources OSINT to generate new leads
on active missing persons investigations. At Trace Labs, Adrian’s primary focus is on building
partnerships with organizations within the OSINT and missing persons space, while also facilitating
“Missing CTF” events for various conferences, academic institutions, and Not-For-Profits. Past events
have included ones at Australia’s National Cyber Week, SANS Cyber Defense Initiative, DEFCON, and
Hackfest.

Adrian is also a Director and Lead Organizer for the DEFCON Toronto Chapter where he facilitates
monthly meetups, workshops, and CTFs for a community of 2500+ hackers and security
professionals.

Amanda Towler

Amanda is the Co-Founder and Principal Investigator at Hyperion Gray, LLC, a technology R&D small
business working primarily with the Defense Advanced Research Projects Agency (DARPA). She has a
decade of experience spanning OSINT, offensive security, data science and software development.
She has consulted with law enforcement on several high profile dark web child exploitation cases and
co-created the Dark Web Investigations training course based on her experience working with
investigators and conducting research at the nexus of the dark web and data science. She's spoken at
ICAC conferences and tech sector dark web summits, as well as participated in a congressional panel
on CSAM.
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Andrew Lewman

Executive Vice President DarkOwl

Andrew has more than 30 years of global-scale technology experience in a variety of domains,
including information security, systems administration, and data management. His interest lies in the
intersection of technology and humans.

He successfully grew a few companies as a co-founder and top executive, such as TechTarget, The Tor
Project, Farsight Security, and DarkOwl. Andrew advises the US and its Allies, having worked on
SAFER Warfighter, MEMEX, SHARKSEER, CRISP, and others. And as a technology advisor to
Interpol’s Crimes Against Children Initiative.

Andrew is a keynote speaker and frequent media contact for conferences, invited speeches and the
global press. He is publishing with Elsevier Digital Investigations, EMCDDA, and Fordham University
Press. Andrew’s most recent publication is in Digital Investigation: The darknet’s smaller than we
thought: The lifecycle of Tor Hidden Services. As Treasurer for Emerge, Andrew is helping to stop
domestic violence through counseling abusers. As Chairman of Each One Teach One, he’s providing
economic opportunity for women and girls through technology education.

Brett Johnson

Called by the United States Secret Service, "The Original Internet Godfather", Brett Johnson built and
ran the first organized cybercrime community--Shadowcrew. Brett Johnson was responsible for
refining modern financial cybercrime as we know it today. After being placed on the United States
Most Wanted List, captured and convicted of 39 felonies, Brett promptly escaped prison. Captured
again, Brett served his time, accepted responsibility, and found redemption through his loved ones
and the help of the FBI. Today he is considered a leading authority on internet crime, identity theft,
and cybersecurity. Brett speaks and consults across the planet to help protect people and
organizations from the type of person he used to be.

https://www.techtarget.com/
https://www.torproject.org/
https://www.farsightsecurity.com/
https://www.darkowl.com/
https://www.interpol.int/en/Crimes/Crimes-against-children
https://www.semanticscholar.org/paper/The-darknet's-smaller-than-we-thought%3A-The-life-of-Owenson-Cortes/6e64d7e45e51301d8c50287030cbe5f2591bde49
http://www.emergedv.com/
http://www.eachoneteachone.is/
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Carlos Gonzales

Carlos Gonzales started volunteering for Bellingcat in 2019. He is an independent engineering
consultant and researcher and a passionate open source investigator recently focused on geolocating
the most difficult cases in Europol’s #StopChildAbuse #TraceAnObject campaign. Carlos Gonzales, Bo,
Daniel Romein and Timmi Allen have been nominated for the European Press Prize Innovation
Award.

The piece ‘Europol’s Child Abuse Image Geolocated in Ukraine: A Forgotten Story Hidden Behind a
Landscape’, published by Bellingcat, is on the shortlist for the European Press Prize. During the
presentation of this year’s laureates, that will take place on June 11th, the winners of the European
Press Prize 2020 will be announced in 4 categories (+ one Special Award).

 Europol’s Child Abuse Image Geolocated In Ukraine,

 https://www.bellingcat.com/news/2019/09/11/europols-child-abuse-image-geolocated-
in-ukraine-a-forgotten-story-hidden-behind-a-landscape/, , Yes

 Two Europol StopChildAbuse Images Geolocated: Part I — Madagascar,

 https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-
geolocated-part-i-madagascar/, , Yes

 Two Europol StopChildAbuse Images Geolocated: Part II — Cambodia,

 https://www.bellingcat.com/news/2019/12/17/two-europol-stopchildabuse-images-
geolocated-part-ii-cambodia/

https://www.bellingcat.com/news/2019/09/11/europols-child-abuse-image-geolocated-in-ukraine-a-forgotten-story-hidden-behind-a-landscape/
https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
https://www.bellingcat.com/news/2019/12/17/two-europol-stopchildabuse-images-geolocated-part-ii-cambodia/
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Chris Hadnagy

Christopher Hadnagy, is the founder and CEO of Social-Engineer, LLC. Chris possesses over 16 years
experience as a practitioner and researcher in the security field. His efforts in training, education,
and awareness have helped to expose social engineering as the top threat to the security of
organizations today.

Chris established the world’s first social engineering penetration testing framework at
http://www.social-engineer.org, providing an invaluable repository of information for security
professionals and enthusiasts. That site grew into a dynamic web resource including a podcast and
newsletter, which have become staples in the security industry and are referenced by large
organizations around the world. Chris also created the first hands-on social engineering training
course and certification, Advanced Practical Social Engineering, attended by law enforcement,
military, and private sector professionals.

A sought-after writer and speaker, Chris has spoken and trained at events such as RSA, Black Hat, and
various presentations for corporate and government clients. Chris is also the best-selling author of
three books; Social Engineering: The Art of Human Hacking, Unmasking the Social Engineer: The
Human Element of Security and Phishing Dark Waters: The Offensive and Defensive Sides of
Malicious Emails, and has been invited to the Pentagon to debrief 30+ general officers and
government officials on social engineering and its effect on the United States.

Chris is a certified Expert Level graduate of Dr. Paul Ekman’s Micro Expressions courses, having made
the study of non-verbal behaviors one of his specialties. In addition, he holds certifications as an
Offensive Security Certified Professional (OSCP) and an Offensive Security Wireless Professional
(OSWP).

Chris Kirsch

Chris Kirsch has 23 years of experience in the security industry, particularly in the areas of
application security testing, penetration testing, incident response, and cryptography. He's worked in
technical marketing roles for Veracode, Rapid7 (Metasploit), Thales (nCipher) and PGP
Corporation. He is the winner of the Social Engineering CTF Black Badge competition at DEF CON 25.
Chris uses OSINT for competitive intelligence and Tracelabs missing persons cases.

http://www.social-engineer.org
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Christopher Whalen

Christopher Whalen serves as an Intelligence Research Specialist for the National Targeting Center
(NTC) - Tactical Targeting Passenger (TTP) Team located in Sterling, va. IRS Whalen has over 20 years
experience in law enforcement and intelligence.

IRS Whalen previously worked as a paid contractor for the Federal Bureau of Investigation’s
(Washington D.C.) Counterterrorism Division (Terrrorist Finance Operation Section) for his knowledge
of Anti-money laundering and financial crime. In 2018, he accepting a position with U.S. Custom and
Border Protection. Since starting with the NTC, he has worked diligently to identify and locate
individuals that participate in the illegal online sale or purchase of Child Sexual Exploitation Material
(CSEM).

IRS Whalen focuses on financial targeting and legal processes to develop suspected CSEM buyers and
sellers. IRS Whalen focuses on the identification of child sexual abusers through the Financial Crimes
Enforcement Network (FinCEN) suspicious activity reports (SARs), Law Enforcement referrals, Social
Media posts, online forums, and location services applications, such as Google Maps.
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Cody Mitchell

Texas Ranger, Sergeant Cody Mitchell has been a law enforcement officer for over 20 years, during
which he has gained experience in several law enforcement capacities which have included Patrol
Officer, Patrol Deputy, Major Crimes Investigator, and Highway Patrol Trooper. As a Ranger, Cody is
responsible for assisting both State and Federal agencies with major case resources and investigative
assistance. Early in his career, Ranger Mitchell developed a special interest in crimes committed
against children and the motivational aspects of deviant sexual offenders. Ranger Mitchell has

received specialized training from numerous experts in this area of expertise both domestically and
Internationally and due to his knowledge and experience, he has become a subject matter expert
within the Texas Rangers for all major cases involving the victimization of children and sexually
motivated crimes. Ranger Mitchell is also co-creator for the Interdiction for the Protection of
Children (IPC) program, which was a first of its kind, multidisciplinary, victim-centered, program
designed to teach uniformed officers and child advocates interdiction style techniques which help
them to recognize indicators of child human trafficking and exploitation. To date, this program has
been taught internationally and has been responsible for the recovery of 100’s of endangered
children and the identification of previously unknown high-risk threats to children. In addition to his
normal investigative duties, Ranger Mitchell continues to develop programs, within his area of
expertise, which aims to identify and correct deficiencies and lack of understanding within normal
police operations, response, and investigation. Ranger Mitchell volunteers his free time to speak with
and educate others on these important topics at various venues and events located worldwide.

Ranger Mitchell has been the recipient of numerous awards for his contributions which have
included two medals of valor, the Texas Department of Public Safety Directors Citation, the 100 Club
Officer of The Year for Harris County, The Williamson County’s Champion for Children award, and an
award from the Australian Task Force ARGOS for his international efforts involving the protection of
children.

Ranger Mitchell is certified as a Texas Commission on Law Enforcement Master Peace Officer,
Instructor, Crisis Negotiator, Forensic Hypnotist, and has attended numerous training courses
involving digital forensics.
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Dylan Weisenfels

Dylan Weisenfels is a deputy prosecutor in Washington County, Arkansas. Dylan graduated from the
University of Arkansas School of Law in May 2016. After graduation, Dylan worked as a patrol officer
for the Fayetteville Police Department and later became a deputy prosecutor. During his time with
the Prosecutor’s Office, Dylan attended training on mobile devices, open source intelligence,
cryptocurrency, and other geolocation related services. Dylan helps teach these topics to local law
enforcement.

Howard A. Wise

Howard A. Wise is currently a Senior Deputy District Attorney in the Ventura County District
Attorney's Office. In 2001, Mr. Wise assisted in the development of the District Attorney's Computer

Crimes Unit, and he presently handles high tech crimes and major fraud cases for the Fraud and
Technology Crimes Unit. Mr. Wise was the Chief Prosecutor of the Public Protection Bureau for the
Massachusetts Attorney General's office and a Special Assistant United States Attorney from 1997 to
2001. He was also an Assistant Attorney General in the Special Investigations and Narcotics (SIN) Unit
from 1994 to 1997 and worked as an assistant district attorney in Middlesex County Massachusetts.

Mr. Wise is a trial lawyer who has been involved in several high-profile trials and has tried more than
100 cases to a jury, including computer crimes, public integrity, and complex fraud cases. He wrote
his first computer search warrant in 1992 and has compiled a library of search warrants dealing with
digital evidence. Mr. Wise is an Adjunct Professor for the University of Oklahoma, where he received
his Master's degree in Criminal Justice. He previously taught a class at Moorpark College on "Legal
Aspects of Computer Forensics" and has written articles and chapters on a variety of subjects
including Internet crimes against children, high-tech search and seizure, jurisdiction in identity theft
cases and California's computer intrusion reporting laws. He has lectured to federal, state, and local
police and prosecutors. He authored Massachusetts' first identity theft statute, California's
aggravated child pornography statute, and a law that makes documents obtained by search warrant
admissible in court.
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Jake Creps

Jake Creps is an open source intelligence specialist with an emphasis on digital investigations. He’s
held a variety of positions in the public and private sector focusing on different aspects of security
intelligence. He’s now the product manager at Skopenow assisting in the continuous improvement of
the platform’s automated intelligence process.

James Liolios

James Liolios has specialized in the cyber security and cloud infrastructure space over his career. His
expertise spans from the public sector, where he was involved in complex systems security
architectures for federal agencies within the Canadian Government, to managing operations while
being on the board of multiple Startups, to providing a variety of Cyber Security consultation services

for numerous Fortune 1000 companies.

Through his community involvement, James serves as a Director for Trace Labs, a Not-for-Profit
organization that crowdsources OSINT to generate new leads on active missing persons
investigations. At Trace Labs, James' primary focus is managing the technical initiatives of the
organization while facilitating the Trace Labs Missing Persons OSINT CTF. He also assists in growing
partnerships with various law enforcement agencies with the Trace Labs mission.

James is also a Director and Co-Organizer of the DEF CON Toronto (416) community, where he assists
in facilitating frequent networking meetups, workshops and CTF's for a community of 2500+ hackers
and security professionals.

Jason Lancaster

Jason began his career performing pen testing, designing and implementing secure network
infrastructures. First as a government contractor and then at a Fortune 500 healthcare company. In
2003, he joined TippingPoint where he held several roles including SE Director. TippingPoint was
acquired by 3Com in 2005 and later by HP in 2010.

At HP, Jason ran a cross-functional team as Director with the Office of Advanced Technology. In 2013,
Jason co-founded HP Field Intelligence, as part of the Security Research organization, delivering
actionable threat intelligence to a wide audience.

Jason spent 15 months at a cloud security start-up CloudPassage prior to joining SpyCloud where he

leads the Investigations team.
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Jay Donaldson

Jay Donaldson is a Sergeant with the Louisiana State Police (LSP) Special Victims Unit. He
graduated from Northwestern State University with a Bachelor of Science degree in Criminal Justice
and a minor in Sociology. He has over 22 years in law enforcement experience in multiple disciplines.
He was a Criminal Justice instructor at Central Texas College for eight years. In addition to his current
position with LSP, Jay has worked for the Texas Department of Criminal Justice and the Louisiana
Department of Public Safety Probation and Parole. While employed by LSP he has been tendered as

an expert in Traffic Homicide Investigations, to include crash/crime scene reconstruction and crash
data recorder analysis. He was assigned to the Criminal Intelligence Unit and investigated hate
groups, outlaw motorcycle gangs and domestic terrorism.

Jay currently supervises the specialized unit that investigates Child Exploitation, Internet
Crimes Against Children, Child Abductions, and Human Trafficking. His role in SVU also requires him

to issue and monitor AMBER Alerts. He is a member of the Louisiana ICAC Task Force and FBI J-CARD
team. He also sits on the executive board for the Rapides Child Advocacy Network.

Jennifer Clark

Jennifer Clark leads the North American law enforcement outreach team for Western Union’s
Financial Intelligence Unit. The law enforcement team serves as the first point of contact for federal,
state and law enforcement agencies and provides both tactical and strategic assistance.
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JD Parker

JD is a 5-year veteran of the United States Army, where he was a Military Police Officer. While in the
Army, JD was a member of a “Special Reaction Team”. He saw deployments to Honduras and Panama
Central America. JD started his civilian law enforcement career as a Deputy with Vernon Parish
Sheriff’s Office. In 1997, JD left the Sheriff’s Office to accept a position with the Louisiana State
Police. JD was first assigned to the traditional traffic duties of a State Trooper at Troop D-Lake
Charles. JD has performed the duties of a Field Training Officer and also as a member of both the

Louisiana State Police SWAT Crisis Negotiation Team and Mobile Field Force. In 2005, JD was assigned
to the Louisiana State Police Indian Gaming Unit. This assignment required him to investigate crimes
relating to the casino environment. In 2009, JD was assigned to the Louisiana State Police Region II
Criminal Investigations Division as a Technical Support Officer. This assignment requires him to
conduct computer forensic exams, exploits mobile phones and support the region when it comes to
technical surveillance. JD also conducts electronic counter measures and wiretap operations
throughout the state. JD has skills in both physical and technical surveillance. JD has experience in
both GPS trackers and tracking mobile devices. JD is skilled in the use of Cellular Technologies in
Criminal Investigations. JD is a member of the Louisiana State Police SWAT Crisis Negotiation Team
and supports all technical issues when it comes to crisis situations.

John Penn II

John Penn II, Senior Solutions Architect for Law Enforcement Technologies at Adobe Systems
Incorporated in San Jose, California, has spent nearly four decades writing software. He has been at
Adobe for over 20 years with half that time being spent as a Sr. Computer Scientist on Photoshop.
After attending the first Silicon Valley Internet Crimes Against Children (ICAC) Conference, John was
so profoundly affected by what he heard that he moved into what has become the most challenging,
rewarding chapter of his career: Victim Identification and Digital Media Analysis for law enforcement.
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Justin Fitzsimmons

Justin Fitzsimmons currently serves as an Associate Vice President within the National White Collar
Crime Center. Presently, he oversees NW3C’s prosecutorial and judicial programs and legal resources.
In this position, he assists in the development and implementation of cyber, high-tech, and economic
crime curriculum while providing training and technical assistance to law enforcement, prosecutors,
and the judiciary across the nation.

As a nationally recognized legal authority on technology-facilitated crimes against children, Mr.
Fitzsimmons frequently presents at international, national, and regional conferences, workshops,
and training courses. Previous presentations included digital evidence collection, computer forensics,
crimes against children, cybercrime (including cyberbullying and child exploitation), human
trafficking, and trial advocacy. He has published articles on child sexual exploitation and other
emerging technological and legal issues. He participates on advisory committees and task forces. He

supports agencies, courts, and jurisdictions as they create and implement impactful procedures,
practices, and technology applications that seek to investigate and combat high-tech crime and
successfully recover digital evidence.

Before joining NW3C, Mr. Fitzsimmons worked for SEARCH Group, Inc., as the Director of High-Tech
Training Services. Before SEARCH, Justin held the position of Senior Attorney with the National
District Attorneys Association (NDAA). Within NDAA’s National Center for Prosecution of Child Abuse
(NCPCA), he managed NCPCA’s technology-facilitated child sexual exploitation (TFCSE) unit,
responded to requests for assistance in child sexual exploitation cases from prosecutors and law
enforcement agencies around the United States, and designed and presented training courses,
conference sessions, and state and local training events.

Previously, he served as an assistant state’s attorney (ASA) in State’s Attorney’s Offices in Kane and
DuPage Counties, Illinois, prosecuting cases involving sexual exploitation and digital evidence. As an
ASA for Kane County, he supervised the Special Prosecution Unit, responsible for investigating and
prosecuting felony cases, including Internet crimes against children, severe physical abuse of
children, public integrity, financial crimes, cyber-crimes, elder abuse, and adult sexual assault. Before

supervising the Special Prosecution Unit, he worked in the Child Advocacy Center as a part of a
multidisciplinary team that investigated and prosecuted cases of severe physical and sexual abuse
against children, crimes of Internet solicitation of children, and child pornography.

Mr. Fitzsimmons has served as a member of national working groups with other individuals from
Federal, state, and local law enforcement, nonprofit organizations, and Internet safety organizations
to develop responses and education to technology-facilitated crimes. From 2006–2008, he drafted
legislation that addressed TFCSE issues, subsequently signed into law in Illinois. As a member of the
Board of Directors of the Children’s Advocacy Centers of Illinois, he helped draft the revision to the
statute authorizing Children’s Advocacy Centers across the state.

Currently, he is the President of the Board of Directors of the National Children’s Alliance in
Washington, DC, and is a board member for the Children’s Advocacy Centers of Illinois.
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Justin Seitz

Justin Seitz is the co-founder of Dark River Systems Inc., a Canadian security and intelligence
company. Justin is a renowned and respected cybersecurity and open source intelligence practitioner
whose work has been featured in Motherboard, Forbes, and has appeared in numerous other media
and podcasts. Justin has authored two books on developing hacking tools, is the creator of the
AutomatingOSINT.com training platform, and the creator of Hunchly, an open source intelligence
collection tool for investigators. Justin is also a contributor to the citizen journalism site Bellingcat, a

member of the International Criminal Court’s Technical Advisory Board, and a Fellow at the Center
for Advanced Defense Studies in Washington, DC.

Kevin McTiernan

Kevin is the Vice President National Governments and is responsible for leading the vision, design,
and delivery of SS8’s government solutions. His deep knowledge of the telecommunications and
network security industries spans 20 years, with extensive experience in the areas of cyber security,
network forensics, big data, and network monitoring. In his role, Kevin works with law enforcement,
intelligence agencies and telecommunications operators around the world in transforming various
information sources into actionable intelligence. Kevin works out of SS8’s Washington DC offices.

Kyle Naish

Kyle Naish is a certified police officer with the Springdale Police Department since 2007 with the last
four years in the Criminal Investigation Division. Kyle has attended over 2400 hours of training
including Mobile Device Foundations Course, ZetX Criminal Investigations Using Cellular
Technologies, ZetX Criminal Investigations Using Cellular Technologies SME Certification, NCFI Digital
Currency Course, and other courses related to using OSINT, Geofence Records, Social Media
Investigations, Cryptocurrency, and Courtroom Testimony. Kyle has assisted with the recovery of
missing and exploited children as well as identified sexual predators leading to their apprehension in
multiple states. Kyle has used mobile devices in the successful arrest, courtroom testimony, and
convictions in state and federal courts. Kyle has presented at the 2019 Crimes Against Children
Conference and is scheduled to present at the National Cyber Crimes Conference and Crimes Against
Child Conference in 2020. Kyle leads instruction at the Arkansas Law Enforcement Training Academy

(ALETA) in Springdale Arkansas as it relates to Sexual Assault Investigations, Child Abuse Recognition,
and Juvenile Sexual Assault Investigations. Kyle received the Springdale City Attorney Justice Award in
2019 and the Officer Craig Chastain Award – Office of the Year in 2020, both awards were in
recognition of Kyle's work involving business records as it relates to analyzing call detail records and
geolocation data, social media investigations, legal requests and working with local prosecutor's
offices.
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Laith Alkhouri

Laith Alkhouri is an intelligence and security advisor and CEO of newly-minted threat intelligence
advisory CTI-ME, providing consultative services to the Public and Private sectors. Mr. Alkhouri has
worked for many years in the security and threat intelligence field, helping clients advance their risk
intelligence solutions and strategy architecture, focused on terrorism and cybercrime.

He formerly cofounded risk intelligence company Flashpoint and has provided advisory to US and
global law enforcement, financial sector, technology companies, and policy makers. Mr. Alkhouri is
frequently cited in notable media outlets, including The New York Times, Reuters, NBC News and
others, and is an advisor to a number of NGOs.

Larry Cameron

Larry has 20+ years experience in Information Technology and Cyber Security. He is currently the
Chief Information Security Officer of the Anti-Human Trafficking Intelligence Initiative
and Jentu Technologies Inc. He holds over 60+ technical certifications including Certified
Cryptocurrency Investigator (CCI) and CipherTrace Certified Examiner (CTCE).

Mark Massop

Mark Massop has over twenty-eight years of progressive experience in intelligence-related research
and analysis with specialization in drug enforcement policies and law enforcement intelligence. He is
a recognized expert in law enforcement technology solutions. He is experienced in preparing various
reports using opensource, corporate, private, governmental, and academic resources and in
designing and delivering highly customized training programs and software solutions for the
intelligence analysis field.

Markus Mobius

Markus was formerly an Associate Professor of economics at Harvard University. He earned a B.A. in
mathematics and a M.Phil in economics from Oxford University and received his PhD from MIT in
2000.

His main research agenda deals with the economics of social networks. On the theory side, he builds
models of learning, coordination, and cooperation within social networks. He is particularly
interested in how social networks can generate trust. On the empirical side, he uses a combination of
lab and field experiments with real social networks to estimate these models. In a second line of
research, he has explored how people manage their self-confidence when ego is at stake. Recently,
he has used browsing data to analyze the economics of online news consumption.
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Matt Durrett

Matt Durrett is the Prosecuting Attorney for the Fourth Judicial District of Arkansas, which is
comprised of Washington and Madison Counties. A native of West Memphis, he received his
undergraduate and law degrees from the University of Arkansas. After graduating law school in
1998, he was hired as a deputy prosecuting attorney by then Prosecutor Terry Jones. In 2004, he
was promoted to Senior Deputy Prosecuting Attorney, and then Chief Deputy in 2007, when Judge
John Threet took office. In 2014, he ran unopposed for the position of Prosecuting Attorney and

took office on January 1, 2015. He was re-elected in 2018.

Matt is a member of the Arkansas Crime Information Center Supervisory Board. He also serves as a
member of the Northwest Arkansas Criminal Justice Advisory Board and the Washington County
Criminal Justice Work Group. He is also a member of the Arkansas Prosecuting Attorneys
Association, where he serves on the board of directors and as a member of the organization’s

legislative committee. He is a former president of the Washington County Bar Association and a
tenured member of the Arkansas Bar Association House of Delegates. He has served as an adjunct
professor at the University of Arkansas School of Law, has taught trial advocacy at the National
Advocacy Center in Columbia, South Carolina, and is a certified law enforcement instructor. He and
his wife Shelly live in Fayetteville with their two teenage daughters.

Note: Matt has allowed his office to take a lead in sharing resources and experience regardless of
jurisdiction, especially where it involves victims that are exceptionally vulnerable, and he has
provided support for the NCPTF to carry out its mission. The NCPTF could not operate without the
support he has provided.
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Matt Lotspeich

Walmart, Director, Global Investigations, Crimes Against the Business (CAB)

Matt began his career with Walmart over 6 years ago in Global Investigations. He currently leads an
Organized Retail Crime (ORC) team based in the eastern part of the US. The ORC team mitigates risk
through conducting investigations, leveraging analytics, and partnering with state, local, and federal
law enforcement agencies. He also acts as the Walmart corporate liaison to the FBI and other federal
agencies.

He retired from the FBI after 25 years working drugs, organized crime, public corruption, and
counterterrorism cases. He also spent 7 years on the FBI’s Hostage Rescue Team as an operator and
finished his FBI career as a Supervisory Agent leading a Joint Terrorism Taskforce.

Michael Pullum

Michael Pullum serves as an Intelligence Research Specialist for the National Targeting Center (NTC) -
Tactical Targeting Passenger (TTP) Team located in Sterling, va. IRS Pullum is the Program Manager
currently working Operation Northern Stargazer (ONS).

IRS Pullum previously worked for the Terrorism and Criminal Investigation Unit of Fort Belvior, VA. In
2018, he accepting a position with U.S. Custom and Border Protection. Since starting with the NTC,
he has worked diligently on ONS to identify and locate individuals that participate in the illegal online
sale or purchase of Child Sexual Exploitation Material (CSEM).

IRS Pullum focuses on the identification of child sexual abusers through the Financial Crimes
Enforcement Network (FinCEN) suspicious activity reports (SARs), Law Enforcement referrals, Social
Media posts, online forums, and location services applications, such as Google Maps.

IRS Pullum manages one of the most successful programs at the NTC with an over 30% positive
encounter rate at the Ports of Entry and Land Border Crossings.
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Mike Fegely

Mike Fegely works for ZetX, as a Subject Matter Expert, Investigative Support Specialist, and Trainer
in the use of cellular technologies for law enforcement agencies throughout North America. Mike
served 15 years with Montana Fish, Wildlife & Parks as a law enforcement officer, working 8 years as
a field warden, and 7 years as a criminal investigator specializing in the use of cellular geolocation
mapping, analysis, training; and assisting officers from a variety of law enforcement agencies and
jurisdictions in the analysis and application of cellular records and other technologies.

Mike began using cellular technologies in wildlife investigations in 2014, and soon realized that the
technology translated well in the investigation of wildlife crimes and a wide variety of other natural
resource investigations. Through his interactions with other law enforcement agencies and
prosecutors, Mike assisted in the investigation of homicides, sexual assaults, vehicular crimes and
other traditional law enforcement cases.

Early in 2018, Mike took on a full-time roll with ZetX, assisting law enforcement officers with the use
of the ZetX software, and the interpretation and analysis of cellular records and other data that is
available to aid and enhance their investigations. Mike has testified as an expert 25 times in 11
states.

Mike Pekala

Mike Pekala has spent 7+ years working with Social Media data with a particular interest in data
aggregation and analysis. Mike's experience has led him to work with Fortune 100 companies,
numerous Federal Government entities, as well as for Non-Profits, to utilize social media data to
impact their organization. Mike now leads Skopenow's Sales and Customer Success teams to help
partner with organizations looking to utilize Social Media data to enhance their investigative process
and findings.
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Robert Liscouski –Chairman and Co-Founder NCPTF

Mr. Liscouski is also a founding member and board member for the National Child Protection Task
Force. Mr. Liscouski was appointed by President George W. Bush as the first Assistant Secretary for
Infrastructure Protection when the U.S. Department of Homeland Security was founded in 2003.
During his tenure as Assistant Secretary for Infrastructure Protection, Mr. Liscouski was responsible
for the design, development, implementation and oversight of the Office of Infrastructure, including:

• The National Cyber Security Division – The nation’s first coordinated civilian effort to work
coordinate the US Government and private sector cyber security efforts.

• Expansion of the Information Sharing Analysis Centers (ISACs) and the Creation the National
Infrastructure Coordination Center a Public-Private Partnership to protect critical infrastructure.

• The design, development and implementation of the National Infrastructure Protection Plan
(NIPP) and the development of DHS’ Risk Management Framework for Infrastructure Protection.

• Chemical Security Legislation – The Chemical Facility Anti-Terrorism Standards (CFATS)

• Committee of Foreign Investment in the US (CFIUS) Matters

Mr. Liscouski served as President and Director of Implant Sciences Corporation, a leading
manufacturer of Explosive Trace Detection equipment and was Director of Information Assurance at
the Coca-Cola Company and Vice President of the Law Enforcement Division of Orion Scientific
Systems, a developer of advanced analytic software tools. Earlier in his career, he served as a
Diplomatic Security Service Special Agent with the U.S. Department of State and a Homicide and
Undercover Investigator for the Bergen County (New Jersey) Prosecutors Office.

Mr. Liscouski is also currently a visiting fellow at the Center for Strategic and International Studies as
Washington DC based think tank and served as a board member of the Intelligence Science Board
supporting the Director of the Central Intelligence Agency and the Director of National Intelligence.
Mr. Liscouski is a frequent contributor to CNBC, CNN, Fox News, and other business and security
media on Homeland Security and Cyber Security issues.
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Sy Ray

Sy Ray is the founder of ZetX Corporation and lead Radio Frequency (RF) Engineer for 10-2
Technologies. Sy’s entrepreneurial career with ZetX began after serving 20 years in law enforcement
where he spent time as a SWAT operator, homicide Sergeant, and directing fugitive missions. Some
of his work was featured on several episodes of 48 Hours, 20/20, The Discovery Channel, and
Dateline, showcasing his investigative and technological expertise. Sy also spent time in Afghanistan
as a field advisor for an undercover team targeting improvised explosive device (IED) cells.

Sy established ZetX in 2014 as a one-stop shop for law enforcement for cellular geo-location
mapping, analysis and training. The software he designed currently leads the industry in geo-location
mapping of RF data. While devoting his career to bringing advanced training and investigative
technology to law enforcement, Sy is a subject matter expert in the field of geo-location mapping
and identifying target sets.

Sy’s geo-location expertise advanced into RF Engineering of detection devices with 10-2 Technologies
during the past two years. His accomplishments include engineering RF drone detection sensors used
by the NFL at the 2015 Super Bowl, and engineering RF tracking and security technology for law
enforcement and military applications.

Teresa Jauregui

Teresa Jauregui is a graduate of Middlebury College and Northeastern University School of Law.
Throughout law school, she worked with the Cybercrime and Economic Crime Squads at the FBI Field
Office in Boston. She was a full-time legal intern with the U.S. Attorney’s Cybercrime Unit in Boston
throughout her final year of law school. Upon graduation, she was a prosecutor for the Suffolk
County District Attorney’s Office. She joined the York County District Attorney’s Office in Pennsylvania
in the fall of 2016. Teresa spent three years as a member of Special Crimes Unit where she
prosecuted Sexual, Child, and Elder Abuse. She has received training from the National Computer
Crime Conference and the National Computer Forensics Institute. In 2019, she gave several

presentations to the Pennsylvania District Attorney Association and law enforcement on conducting
digital investigations and authentication of digital evidence.

Vishal Jangla

Vishal Jangla has been a prosecutor with the San Mateo County District Attorney’s Office for over
13 years. He has prosecuted a variety of cases ranging from thefts to homicides. He currently leads
the Electronic Crimes Unit where, aside from handling high-tech crimes, he trains fellow prosecutors
and investigators on crime in evolving technologies. He meets with, and educates, vulnerable
members of the community on the risks of online identify theft and fraud. Finally, he hosts the
annual Digital Evidence Training Conference, a regional all-day event featuring high-tech training
courses for law enforcement personnel. Before becoming an attorney, Vishal worked at a technology
start-up company. He also serves as a JAG in the US Army Reserve and has been trained in
Operational Security.
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The NCPTF was able to make this conference free to law
enforcement thanks to the support of Broadcom, Zoom,
SpyCloud, and SS8.
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The Only Web Capture Tool Designed For Online Investigations

Never Forget to Screenshot Again

Hunchly automatically collects, documents, and annotates
every web page you visit.

https://hunch.ly/

https://hunch.ly/
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We teach you a proven methodology for achieving repeatable success. We help
you define the why, what and how to achieve your objectives and mission success
in the world of open source intelligence. This means we teach you which tools to
use and what techniques and procedures to apply so that they align with
the why. The so what is that all our training is relevant and aligns to your mission.

Unfortunately many open source intelligence training programs focus on the tools
only. They focus on "find a person on Facebook using a phone number" or
"identify social networks from a username". These are techniques or simple use
of tools only. While you may walk away with knowing how to use the tools it isn't
nested in how to best achieve a task. OSINT Combine courses are designed and
delivered by experts with years working in Special Operations, Military and Law
Enforcement environments. We believe in training you to walk away knowing to
achieve your task with confidence.

https://www.osintcombine.com

Find & explore people, places, and information from all major social media
platforms using a single user-friendly interface

NexusXplore enables you to conduct advanced and hidden searching with AI-
enabled technology to connect the dots.

https://www.osintcombine.com/nexusxplore

https://www.osintcombine.com
https://www.osintcombine.com/nexusxplore
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Public information powers Skopenow

Social media and the open web power our reports. With thousands of social
media pages and millions of websites crawled, Skopenow provides
comprehensive and thorough reports.

Reports include actionable data

Skopenow builds digital footprints that include social profiles, blog posts,
comments, contact info, court records, relatives, usernames, pictures,
screenshots, timestamps, contact information, and metadata.

https://www.skopenow.com/

https://www.skopenow.com/
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Fog Data Science provides analysis and insights into human behavior based on
the collection of non-PII data from smart devices for use cases ranging from
human trafficking, homicides, gang and drug intelligence and counter
terrorism. Our signals database contains over 5 trillion location signals from
billions of devices world-wide (180+ million unique devices in the US), updated
daily.

Fog Data Science is dedicated to helping Federal, State and Local law
enforcement agencies detect, identify, locate, track and apprehend those who
are responsible for committing crimes within, and threaten the security of, our
Towns, Cities, Counties, States and Country.

info@fogdatascience.com

mailto:info@fogdatascience.com
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DATA-MINING AND DEEP WEB ASSET SEARCH ENGINE

HTTPS://DEHASHED.COM/

https://dehashed.com/
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From the minute a target number is identified, to the moment it is
presented to a jury, ZetX covers every aspect to include basic
investigative training to Subject Matter Expert certifications. ZetX is
home to the original Free Phone Look Up tool along with the most
advanced and accurate forensic mapping system available. ZetX sets
itself apart with TRAX mapping, phenomenal customer service with
round the clock support and multiple types of Subject Matter Expert
testimony, adding up to time saved and cases solved quickly.

http://zetx.com/

http://zetx.com/
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Connecting Data To Power Wise Decisions

At Whooster we help our customer find – Who, What and Where and to analyze
the relationships between them.

Whooster leverages our Owl technology with public and private data sources to
get you reliable and fresh information when you need it.

Because our Owl Data Fusion technology begins with intelligence from multiple
sources, you spend less time looking for, and more time working with, data. Our
proprietary technology sorts, matches, and links results to surface previously
unknown relationships to provide you the information and solution you need.

Whooster’s Owl Technology Platform has a wide range of uses across multiple
industries seeking to Access, Integrate, Link and Match Data Housed in Various
Databases, Applications and Formats.

https://www.whooster.com

https://www.whooster.com
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Search the world’s largest dataset of darknet content safely from
your browser with DarkOwl Vision’s User Interface. Use keywords,
search pods, filters, and our own Lexicon reference tool to find
what matters most.

https://www.darkowl.com/

https://www.darkowl.com/

